Electronic Discovery at the Butler County Prison

This document describes the processes and requirements for providing an inmate with
electronic discovery at the Butler County Prison.

Prison administration recognizes that most information is now created, stored, and
processed electronically. Accordingly, discovery in criminal cases is often provided to
defense attorneys in digital format.

This institution will accommodate a defendant’s need to review the discovery in his or her
case, but it must also take steps to ensure the integrity and confidentiality of the
information provided. In furtherance of this goal, the Butler County Prison has developed
the following standards and procedures for attorneys who wish to provide electronic
discovery to their clients.

Discovery Desktops

Beginning on 9 /19/2024, the prison will provide secure desktop computers for inmates to
review discovery. The desktop computers will be available on each pod, and inmates will
need to requesta___ hour time slot each day between&AM and EPM to review
discovery.

The discovery will be placed on encrypted flash drives, which will be in the custody of the
prison, except for the time when the inmate is using one of the desktops.

Types of Media

USB flash drives are the preferred media for storing electronic discovery. Flash drives
come in capacities ranging from 16 gigabytes to one terabyte (1000 gigabytes).
Requirements for flash drives are listed below:

e Only flash drives with a USB Type A Connector (see Figure
1) will be accepted at the prison.

e Flash drives must be formatted with the Microsoft NTFS
file system.

e Flash drives must be encrypted with Microsoft BitLocker.
Note: Only computers that run the Windows Professional
version can encrypt a flash drive with BitLocker.

e Only one flash drive will be allowed perinmate. If new discovery is produced that
will exceed the capacity of the existing flash drive, counsel must move the original
AND the new discovery to a larger capacity flash drive.

Figure 1
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In cases where the size of the discovery will exceed one terabyte, an attorney may provide
the discovery on a USB external hard drive INSTEAD of a flash drive. Acceptable external
hard drives must meet the following requirements:

e Only external hard drives that can connect to a USB Type A port will be permitted
into the prison.

e External hard drives must be formatted with the Microsoft NTFS file system.

e External hard drives must be encrypted with Microsoft BitLocker.

e Only one external hard drive will be allowed per inmate.

Protective Orders

If the discovery is covered by a protective order, the attorney must provide a copy of the
order with the discovery media.

Media Preparation Process

The process for preparing a flash drive or external hard drive requires a computer running
Windows Professional version 10 or higher. The steps are as follows:

1. FORMAT THE MEDIA WITH THE NTFS FILE SYSTEM
¢ Insert the media into an available USB port on the computer and determine which
drive letter has been assigned to the disk.

e Open the Windows File Explorer. B This PC Des
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When the dialog box appears, change the File System
to “NTFS”, and change the volume name to the pattern:

LastName-Firstlnitial

In the screenshot on the right, the name is “Jackson-
V%

Click “Start” and wait for the formatting to complete.

When the process is finished, click “OK”, and then
“Close”.
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2. ENCRYPT THE MEDIA WITH WINDOWS BITLOCKER

Inthe search box next to Start on the R
Task Bar, type “bitlocker” (See arrow ey
at the bottom of the screenshot). ) B
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e |ocate the drive you just formatted in the list under “Removable data drives -
BitLocker To Go”.

B Corfp! PaneRAll Cantrel Panel Items\BitLocker Drive Encryption -

€ v T %+ » Control Panel » Al Control Panel tems > BitLocker Drive Encryption

Control Panel Home . 5 g
BitLocker Drive Encryption

Help protect your files and folders from unautherized access by protecting your drives with BitLocker.

Operating system drive
C: BitLocker off

- | ¥ Tum on BitLocker
—

Fixed data drives

Data (Dr) BitLocker off

Removable data drives - BitLocker To Go

Discovery (E:) BitLocker off

Jackson-V (G:) BitLocker off
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CENTON USB [H)) BitLocker off

e Click “Turn on BitLocker”.

e Enteryour preferred password in

the dialog box. Fillin both boxes. B Bitlocker Orive Encrypton (6)
Choose how you want to unlock this drive
° ClICk g NeXt”. (@ Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbels.
Enter your password ssennene

Reenter your password [TTIRLEL

("] Use my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
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e Forthe recovery key, select “Print the
recovery key”.

e When the key has successfully
printed, click “Next”.

e The next screen will ask you how
much of the drive to encrypt.

e Select “Encrypt used disk space only
(faster and bet for new PDs and
drives).”

e Click “Next”.

The next screen will ask you which
encryption method to use.

Select “Compatible mode (best for
drives that can be moved from this

device)”.

Click “Next”.

& By Bitlocker Drive Encryption (G

How do you want to back up your recavery key?

@ Some settings are managed by your system administrstor,

¥ you forget your password cr lose your smart card, you can use your recovery key to sccess your drive.
—» Save to your Microsoft account

=5 Savetoafile
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& By Balocker Drive Encryption (G)

Choose how much of yoly drive to encrypt

if you're setting up BitLocker cn @ new drive er 8 new PC. you only need to encrypt the part of the drive
that's currently being used. Bitlocker encrypts new dats sutcmatically 23 you add it.

Hf you're enatbling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is pretected-even data that you deleted but that might still
contain retrievable info.

O Encrypt used disk space only (faster and best for new PCs and drives)
() Encrypt entire drive (slower but best for PCs and drives already in use)

Care

& By BaLocker Drive Encryption (G:)

Choose which encryption mode to use

Windows 10 (Versicn 1511) intreduces & new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but & s not compatitle with clder versions of Windows.

1f this is 8 removable drive that you're going to use on clder version of Windows, you should choose
Compatible mode.

H this is a fixed drive o  this drive will only be used on devices running at least Windows 10 (Version
1311) or Iater, you should choose the new encryption mode

) New encrypticn mode (best for fxed drives on this device)
© Compatible mode (best for drives that can be moved from this device)
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e The final screen will ask you whether x
you are ready to encrypt the drive. = MWslabanian

Are you ready to encrypt this drive?

. ” You'll be able to unlock this drve uting a password.
e Select “Start encrypting”. 2

Encryption might take & while depending on the size of the drive.

Until encrypticn is complete, your files won't be protected.

e When the encryption process is complete, the
dialog box on the right will appear.

BitLocker Drive Encry[:gon X

?\ Encryption of G: is complete.

e Select“Close”.

Manage Bitl ocker

¢ Once the process is complete, test the encryption by safely removing the drive, and
then reinserting it.

e When the dialog box appears, enter your

password. BitLocker (G:)
Enter password to unlock this drive.
e Ifyour password works, the drive should [ eesnesed »|

appear with the correct volume name in the
File Explorer.

More options
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Completing the Task
e Copythe discovery to the encrypted flash g .
drive. -
€ iy G w > ThisPC > Jacksor
e Testeach type of discovery to make sure it e ©
WOI'kS. = Discovery (E:) Name
= Jackson-V (G:) Prod-01
== CENTON USB (H:)

¢ While testing the discovery, take screenshots
and/or create instructions for the client to use.

Submitting the Flash Drive
e When the flash drive ready for the client, mail the drive and the instructions to:

Commonwealth eDiscovery, LLC
194 West Steuben Street
Pittsburgh, PA 15205

e The staff at Commonwealth eDiscovery will write-protect the flash drives and
deliver them to the prison. There is no cost associated with this process.

e |fyou would prefer to delegate the task of preparing the flash drive and processing
the discovery files, Commonwealth eDiscovery is able to provide that service for an
additional fee.

e Contact Commonwealth eDiscovery at (412) 339-0076 or cases@cwediscovery.net
for more details.



